Disclosure Request Report
Consistency of Data Items Across API and DDP

	Prepared by:
	David Addison

	Submitted for:
	Approval

	
Decision details:
	CoMC is requested to approve this request to amended Data Permission Matrix and permit additional data items to be exposed via API and extend data items available to Portfolio Shippers and the Distribution Network via DDP

	Date:
	20th May 2020

	DRR Reference:
	052002



1. Introduction and background

Modification 0697 (Alignment of the UNC TPD Section V5 and the Data Permissions Matrix), if implemented, will remove the means (i.e. the services – e.g. API; DES; etc) that data is shared to each market participant type (user) from the Data Permissions Matrix (DPM). 

This Modification will in principle eliminate the need for DSC Contract Management Committee (CoMC) members to approve release of a data item via other services, unless the Committee wish to place specific conditions on the means that such data is shared with a user. With this approach, an existing user who already has access to data will not require additional consent to receive the same data via an alternative mechanism provided it remains the same type of service.  Services will be classed as ‘request services’ and ‘portfolio services’.

Modification 0697 is not expected to be implemented until early July at the earliest; until then, if market participants want Xoserve to implement data variety enhancements to the Data Discovery Platform (DDP) and Application Programme Interface (API) delivery mechanisms, Xoserve would need to put forward a DRR for each enhancement. 

This DRR requests CoMC to approve the following changes:
· to make the provided data items consistent across the API delivery mechanisms where a user is entitled to data via an alternative service; and 
· to add data items for existing users (i.e. the Portfolio Shipper and for the Distribution Network in their own geographical area (for the purposes of the DPM ‘Portfolio GT’)) to the API and DDP services which are not currently available.  
· To clarify, certain data items that are provided to CDSP and that relate to a user’s portfolio will not be made available via the API or DDP. These items include but may not be limited to; any consumer contact details (including for the avoidance of doubt, Emergency Contact details) and Priority Services customer details. 

2. Data items

The proposed changes to the DPM will make the following changes: 

· Add new users for the API service
· MAMs (i.e. the appointed MAM - Portfolio View)
· Major Energy User (Portfolio View)

· Where a previously approved data item is provided to the user via an alternative service add ‘Yes’ to relevant API service column, provided that there are no conditions of release of the data item.  Where conditions are attached to the release of a data item these tests must be undertaken by the API Service before the data item is released.

· Amend the columns for the API and DDP services for both Portfolio Shipper and ‘Portfolio’ GT  to release all data items – with the following conditions:
· Current data is available
· Non current data is only available where the Portfolio Shipper was the Registered User, or to the Portfolio GT.

Certain data items that have been provided to the CDSP will be excluded from API and DDP platforms – examples of these data groups are: Consumer Contact Details – including Emergency and End User Contact Details
· Priority Consumer Service Information

As a result, this would significantly increase the amount of data items available via DDP and API.

3. Privacy Impact Assessment

Where the disclosure of information includes the processing of personal data a Privacy Impact Assessment may be required.

Xoserve has considered the various tests that may be applied and considers a Privacy Impact Assessment is not required. 

Two Data Protection Impact Assessments (DPIAs) were completed in preparation for this DRR, one for the API related changes in the DPM, the other for DDP. Extracts from both DPIAs can be found under Appendix 2. Xoserve’s information security team approved the DPIAs on 19th May 2020; approval evidence is available upon request. 

This DRR is being circulated for review ahead of the DPIA being approved.  DPIA approval is expected in advance of the May CoMC meeting where approval of this DRR will be requested. 

The tests (and answers) applied in determining whether a Privacy Impact Assessment was required were:
a) Will the project involve the collection of new information about individuals?
No - No information, new or otherwise, will be collected as part of this project.
b) Will the project compel individuals to provide information about themselves?
No - Individuals will not be providing information about themselves as part of this project.
c) Will information about individuals be disclosed to organisations or people who have not previously had routine access to the information?
No – this DRR does not propose release of data related to individuals to users who are not already able to access this information by another service. 
d) Are you using information about individuals for a purpose it is not currently used for, or in a way it is not currently used?
Yes – we are extending the services by which existing parties are able to access data.  We are asking for permissions to disclose the same data to certain parties via the API. Xoserve has completed the Data Protection Impact Assessment (DPIA). Further details about the DPIA can be provided upon request.
e) Does the project involve you using new technology that might be perceived as being privacy intrusive? For example, the use of biometrics or facial recognition.
No - No new technology is being implemented as part of this project.
f) Will the project result in you making decisions or taking action against individuals in ways that can have a significant impact on them?
No – No decisions/action against individuals will be made because of this change.
g) Is the information about individuals of a kind particularly likely to raise privacy concerns or expectations? For example, health records, criminal records or other information that people would consider to be private.
No - No personal/sensitive information will be passed between parties as part of this project.
h) Will the project require you to contact individuals in ways that they may find intrusive?
No - No intrusive contact will be made as part of this change.
i) Will the disclosure of information utilise new technology for Xoserve?
No - No new technology will be utilised as part of this change.
j) Will the disclosure include information that identifies a vulnerable customer?
No - Vulnerable customer identification cannot be determined via flows of data as part of this change.
k) Will the disclosure release mass data to a party?
Yes- Whilst the DDP service can result in a release of large volumes of data, this data is already available to the users who can access this service.
l) Will the disclosure include information that identifies an occurrence of theft of gas. No - Theft of gas identification cannot be determined via the use of this service.
m) Will the disclosure require a fundamental change to Xoserve business
No - No fundamental change to Xoserve business will be seen as part of this change.
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4. Commercial model

The API and DDP services are already available within the Data Services Contract, Service Description Table, Service Lines. 

The API services are available in line with the Third Party and Additional Services Policy.  This change will potentially extend the API service to new user types. 

5. Method of access to the dataset

Access to the dataset will be provided via an existing API and DDP. 


6. CoMC determinations

CoMC is requested to approve this Disclosure Request Report.




Appendix 1: Current Data Permissions Matrix with proposed changes as per this Disclosure Request Report


The DPM will be updated following approval by Contract Management Committee.

Appendix 2: API and DDP Data Protection Impact Assessment Extracts

DDP DPIA: -





API DPIA: -
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						Data Privacy Impact Assessment (DPIA)
(To be completed by the Xoserve's Business\Change owner)

				Please refer to the 'DPIA Policy & Guidance' document for guidelines on how to complete located on: https://xoserve.sharepoint.com/dept/tech/infosec

This form replaces 'Part B - Data Privacy Impact Assessment' located within the above document.

This stage should be completed by whoever is responsible for delivering the project/ proposed change involving personal data. You should identify the privacy risks and associated corporate risks on the DPIA template. For large scale DPIA’s it may be more appropriate to record this information on a formal risk register. Any risk of failing to comply with one or more of the GDPR principles should also be recorded.

						PROJECT OVERVIEW

				REF		Question		Response						Guidance

				DPIA-S0-1		DPIA Reference No: 		Unknown

				DPIA-S0-2		Project Name (if applicable):		Consistency of Data Items for DDP

				DPIA-S0-3		Process Description (in brief):		
The Data Permissions Matrix defines the data items that a user type can view.  Some users have different accesses whether they are accessing a portfolio view (i.e. they are registered / appointed at a Supply Meter Point) or whether it is a community view (i.e. any such user type can access this data).
CoMC will be asked to approve the following changes: 

-	to add data items for existing users (i.e. the Portfolio Shipper and for the Distribution Network in their own geographical area (for the purposes of the DPM ‘Portfolio GT’)) to the  DDP services which are not currently available.  
-	To clarify, certain data items that are provided to CDSP and that relate to individuals will not be made available via the API or DDP. These items include but may not be limited to; any consumer contact details (including for the avoidance of doubt, Emergency Contact details) and Priority Services customer details.I
The below section summarises the changes we would like to make to the range of data items indicated as  available in the DPM for DDP:-

Amend the columns for the DDP service for both Portfolio Shipper and ‘Portfolio’ Distribution Network to release all data items – with the following conditions: 
- Current data is available 
- Non current data is only available where the Portfolio Shipper was the Registered User, or to the Distribution Network 
Customer Contact details, Emergency Contact Detail and Priority Consumer Service Information will not be included  and will not be available within  the DDP service. These data items pertain to individuals and are therefore not appropiate to be included in the scope of these new open data permissions.



				DPIA-S0-4		Implementing Business Unit: 		Data Office

				DPIA-S0-5		Project Manager/Lead:		Richard Johnson

				DPIA-S0-6		Lead Contact: 		Richard Johnson

				DPIA-S0-7		Overview:		If a data item is available to a market particpant via a mechanim other than DDP, we want it to made available in DDP However, there are certain risks to sharing data items via these means, and thus certain conditions will be applied as described in the above cell. 						This section needs to be a narrative which explains in layperson terms, what it is you are trying to do with personal data. It should be clear and have enough detail that we can identify the type of person who is affected, what type of data we are using, how regularly this new process will be used, and what the benefit of doing this is. We need to understand the purpose of processing personal data. 

				DPIA-S0-8		Consultation:		Internal: Customer Change; DSC Compliance

External: Contract Management Committee						Who are the key Stakeholders? Who will be consulted internally and externally?

				DPIA-S0-9		Planned Implementation Date:		18th March 2020, revised to 20th May 2020

				DPIA-S0-10		Data Champion Consulted:		Crispin Wibberley						The Data Champion for your area must be consulted and must have reviewed the DPIA prior to submitting.

				REF		STAGE 1: INITIAL SCREENING QUSTIONS		Response		Comments				Guidance

				DPIA-S1-1		Are you doing something new or different with personal data? (This includes but is not limited to a change in purpose or method.)		No		 No, the DRR does not propose release of data related to individuals to users who are not already able to access this information by another service				However existing conditionality on certain data items would still apply if they were to be provided by DDP

				DPIA-S1-2		Are you sharing or providing to the personal data to a person or company we haven’t given it to before? 		No

				DPIA-S1-3		Regulatory: What are the business consequences of regulatory failure if little to no information is available do demonstrate internal controls?		No

				DPIA-S1-4		Are you giving more or different personal data to an existing supplier?		No

				DPIA-S1-5		Are you using new technology to do something with Personal Data? 		No

				DPIA-S1-6		Will you be combining, comparing or matching personal data with personal or other data from multiple sources?		No

				DPIA-S1-7		Does the personal data include any of the following? 
· Financial data 
· Health data 
· Racial or Ethnic Origin 
· Political Opinions 
· Religious or philosophical beliefs 
· Trade Union Membership 
· Genetic or biometric data 
· Sex life or sexual orientation 
· Criminal data 
· Children 
· Vulnerable people. 		No

				DPIA-S1-8		Will the change result in Xoserve making decisions or taking action about individuals? For example, by consumer/ customer profiling, automated decision making or systematic monitoring of people. 		No

				DPIA-S1-9		Will individuals be contacted by Xoserve?		No

				DPIA-S1-10		Will we be relying on others to tell people what we do with personal data? 		No



						If you have answered “YES” to any of the questions above, please proceed to stage 2.

You do not need to proceed any further if you have: 

· answered “NO” to all of the questions above; and, 
· have not identified any data privacy risks; and, 
· the relevant Data Protection Champion is in agreement. 

If you are not processing to Stage 2, you must record that you have completed the DPIA up to this point and keep it with process documentation. 

				REF		STAGE 2: DESCRIBE THE COLLECTION, USE AND DISCLOSURE OF PERSONAL DATA		Response		Comments				Guidance

				DPIA-S2-1		Who is the data about and is this collected by Xoserve or by someone else? (Select all that apply)

						End Gas Consumer (i.e. person whose MPRN number we process) 		N/A		Yes - Xoserve

						Customer (i.e. someone who Xoserve provides services to)		N/A		Yes - Xoserve

						Prospective customer (i.e. someone who Xoserve is considering providing services to)		N/A		No

						Employee		N/A		No

						Contractor		N/A		No

						Child		N/A		No

						Other (Please specify):		None



						What type of Personal Data is collected? (Select all that apply)										

						Forename(s)		No

						Surname		No

						Email		No

						Date of Birth		No

						CV		No

						Gender		No

						Address		No

						Postcode		No

						National Insurance Number		No

						Identity Data, e.g. Passport / Driver’s License		No

						Financial Data, e.g. Bank Account Details / Payment Card Data		No

						MPRN Number		No

						Login Credentials		No

						Other (Please specify):		None



						Special Category Personal Data

						Racial or ethnic origin 		No

						Political Opinions 		No

						Religious beliefs		No

						Trade Union membership		No

						Physical or mental health or condition (e.g. Occupational Health Requirements) 		No

						Sexual preferences		No

						Commission or alleged commission of an offence 		No

						Any offence proceedings, committed or alleged		No



						If Financial Data was selected, please specify

						Bank Account Details (bank, sort code, account number) 		No

						Payment Card Data		No

						Other financial account data (please specify): 		None



						Is the data being used for a different purpose than it was originally collected for?		N/A						This is a no - There is no NO option so that is why this has been set to N/A

						If Yes, please state the previous purpose and the new purpose: 		None



				DPIA-S2-2		Processing the Data 

						Are other organisations involved in processing the data ?		No						If yes, list below

						Company Name 		ICO Registration Number (if applicable)		Location (of where processing takes place)		Data Controller (DC) or Data Processor (DP) or Joint Controller (JC) or Controller in Common (CC)		(Tip – if you decide what is going to happen with the data and tell others what to do, Xoserve are probably the controller. If others pass it to us and we process it on their instructions, we are probably the processor. If you are unsure, speak to the Data Protection Manager. As this is becoming a more complex area at Xoserve, it is likely that Legal will be required to assist before a DPIA is submitted).











						What due diligence, such as a third-party risk assessment, has been performed?		Reviewed by David Addison

						If third parties are processing data, have you had assurances that they have sufficiently trained their staff?

						Is the work likely to involve employing external contractors?		No						If yes, provide a copy of the (planned) confidentiality agreement, data sharing agreement or data protection section to the contract. 

						(A) What is the purpose for collecting the personal data? 		We're not collecting any new data; we are changing the permissions within the Data Permissions Matrix. This is not a request to process any new personal data. 

						(B) What is the lawful basis for processing? 		Contractual						Please check with your Data Protection Champion and (where necessary) with the Data Protection Manager to that you have selected the most appropriate option. This section requires mandatory review from legal. Referral should be via your Data Protection Champion. 

Please select from GDPR Article 6 (1) (a-f), available on this link: https://gdpr-info.eu/art-6-gdpr/. If Special Category Data is processed, please state additional Article 9 lawful basis: https://gdpr-info.eu/art-9-gdpr/ - You may also need to refer to further requirements under the Schedules to the Data Protection Act 2018. 

If you select consent as an option, please provide a copy of the consent statement and explain how (i) Xoserve can keep a record of this, and (ii) how Xoserve will enable someone to withdraw their consent without affecting our service offering.

						Will the data be collected electronically, on paper or both?		Electronic Only

						Will personal data be transferred to a country or territory outside of the EEA? 		No						(Tip: In most instances, this will require asking the supplier).

						If Yes, please specify where and what adequacy arrangements are in place (e.g. the US Privacy Shield): 		N/A



						Please state by which method the personal data will be transferred

						Email		No

						USB or portable drive		No

						Website access		No

						Courier or external post		No

						Telephone		No

						Other: (please specify)		N/A



				DPIA-S2-3		Data Storage and Quality 

						Is there in place an organised and secure way to store the data? 		Yes

						Does the system impact personal data held in other systems?		No

						How will the data be kept up to date and checked for accuracy and completeness? (Data Quality)		Refer to the existing procedures for the systems that provide data as described on the DPM.



				DPIA-S2-4		Security Measures 

						Is there the ability to restrict access to the data? 
If Yes, please specify: (e.g. restrict access to certain members of staff/departments within the organisation)		Yes

						Is there the ability to audit ‘access’ to the data? 
If Yes, please specify: (e.g. a system in place to notify when individuals attempt to access restricted files)		Yes

						Who will have access to the data and are there access controls in place? (E.g. listed staff groupings or Role Based Access Controls).		Multiple market participants have access to the data as per the DPM. Access to the data is already controled with security measures in place for DDP and this will continue

						Are security measures to secure access to and limit use of personal data in place?  
If Yes, please specify what those measures are? (List the security measures in place)		Yes, refer to the existing procedures for the systems that provide data as described on the DPM.



				DPIA-S2-5		Organisational Measures 

						Will there be organisational reports? If so, will the reports contain in person-identifiable, pseudonymised or anonymised format?		No

						How will individuals be informed about the proposed uses of their personal data and have you arranged for the privacy notice to be updated? 		 refer to the existing procedures for the systems that provide data as described on the DPM.						
(This might involve you asking relevant customers to update their privacy notices so that gas consumers/ others know Xoserve are processing personal data. Or it might involve Xoserve updating its privacy notice.) 

						Are arrangements in place for recognising and responding to individuals who exercise their right to object to or restrict processing, to erase personal data, to request data portability or object to automated decision making? 		Yes		Yes

						Which disaster recovery and contingency plans are in place that will enable restoration or access to personal data in the event of a physical or technical security breach? 		 refer to the existing procedures for the systems that provide data as described on the DPM.						For example, this may be set out in Xoserve’s business continuity plan or it may be in a third party’s. 

						Has a data flow mapping exercise been undertaken?		Yes		Yes				f yes, please provide a copy. If not, undertake a data mapping exercise utilizing any existing data model flows where applicable, and include details of transfer mechanisms.


						Are there plans for the process to be added to (or updated in) the Record of Processing Activity?		No		No

						Is there an appropriate personal data retention and disposal method and are they recorded or due to be recorded in the ROPA? 		Yes		Yes				(i.e. Trigger points, retention periods and disposal action) 









admin

		Chief Customer Office		Andrew Szabo				Select Threat Sources or Overwrite

		Customer Advocates		Alison jennings				Data Leakage

		Customer On-boarding Lifecycle		Michael Orsler				Malicious Targeted Attack (loss service)

		Customer Change		Emma Smith				Inappropriate data issued (sent to wrong recipient)

		Analytical Services		Fiona Cottam				Disgruntled Employee

		Contact Centre		Dave Ackers				Malicious Insider

		Customer Data Services		Dave Ackers				Physical Theft

		Online Invoicing 		Dan Donovan				Distributed Denial of Service

		Offline Invoicing		Dan Donovan				Human Error

		Credit Risk		Brendan Gill				Loss of employee and business knowledge / skills / expertise

		EBI Neutrality		Therese Siene				Poor / Inappropriate Service Delivery or unavailable

		Customer Contracts		Emma Smith				Virus

		Operational Change		Emma Smith				Manipulation / Bribery / Corruption / Fraud

		Service Development		Emma Smith				Not completed / Loss / Inaccuracy

		AML Taskforce		Phil Turner				Shared Inappropriately

		Issue management		Michelle Downes				Commercial Sensitivity

		Chief Strategy Office		Ranjit Patel				Failure / Damage

		Strategy		Martin Baker				Improper deletion of data

		Digital Services		Thomas Stone				Unauthorised modification of source code

		Communications		Paul Facer				Unauthorised Physical Access

		Data Office		Crispin Wibberly				Unauthorised System Access

		Brand		Paul Facer				Code Loss - Accidental

		Architecture		John Bevan				Code Theft - Malicious

		Partnerships and Propositions		Dave Turpin				Code Bug - Unavailability

		CTO		Lee Foster				Careless Owner

		Access Controls		Andrew Wilkes				Hypervisor Compromised

		Information Security		Dee Deu				Inaccurate applications

		Infrastructure		James Rice				Inappropriate data accessed

		Application Support		James Rice				Incomplete / Inaccurate / Corrupted data

		Uk Link Programme		Ian Leitch				Insecure interface and API

		CSS Programme		Ian Leitch				Interception data in transit

		Gemini Programme		Andy Simpson				Isolation Failure

		CTO Office		Jay Munbodh				Loss / destruction

		Chief People Office		Sandra Simpson				Loss / Inaccurate /Corruption

		People Value Proposition		Darren Jackson				System Overload

		People Operations		Maggie Fox				Unauthorised Logical Access

		Business Change		Mark Cockayne				Breach of legislation

		People Engagement		Debbie Whittingham

		People Platform		Michelle Callaghan

		Facilities Maintanence		Elaine Shannon

		Chief Commercial Office		Clive Nicholas

		Contract management		James Kelly

		Portfolio Governance		Kevin Moylan

		Financial Reporting		Imran Sangra

		Expenses		Imran Sangra

		Xoserve invoice production		Imran Sangra

		Strategic Business Planning/Network pricing		Imran Sangra

		Legal Services		Sarah Gull

		Purchase Governance		Claire Jameson

		Audit (ISO)		Hannah Hassanjee

		Risk Management		Hannah Hassanjee

		Business continuity Management		Hannah Hassanjee

		Other		tbc





image1.png

Xoserve







image2.emf
API%20DPIA%20App endix%20for%20DRR.xlsx


API%20DPIA%20Appendix%20for%20DRR.xlsx
DPIA

						Data Privacy Impact Assessment (DPIA)
(To be completed by the Xoserve's Business\Change owner)

				Please refer to the 'DPIA Policy & Guidance' document for guidelines on how to complete located on: https://xoserve.sharepoint.com/dept/tech/infosec

This form replaces 'Part B - Data Privacy Impact Assessment' located within the above document.

This stage should be completed by whoever is responsible for delivering the project/ proposed change involving personal data. You should identify the privacy risks and associated corporate risks on the DPIA template. For large scale DPIA’s it may be more appropriate to record this information on a formal risk register. Any risk of failing to comply with one or more of the GDPR principles should also be recorded.

						PROJECT OVERVIEW

				REF		Question		Response						Guidance

				DPIA-S0-1		DPIA Reference No: 		Unknown

				DPIA-S0-2		Project Name (if applicable):		Consistency of Data Items for API

				DPIA-S0-3		Process Description (in brief):		
The Data Permissions Matrix defines the data items that a user type can view.  Some users have different accesses whether they are accessing a portfolio view (i.e. they are registered / appointed at a Supply Meter Point) or whether it is a community view (i.e. any such user type can access this data).

The below section summarises the changes we would like to make to the range of data items indicated as  available in the DPM for API:-

Add new users to the API Service (MAM Portfolio View), and Major Energy User's (Portfolio View)
Where a data item is provided to the user via an alternative service add ‘Yes’ to relevant API service column, provided that there are no conditions of release of the data item.  Where conditions are attached to the release of a data item these tests must be undertaken by the API Service in order for them to be released.

Amend the columns for the API service for both Portfolio Shipper and ‘Portfolio’ Distribution Network to release all data items – with the following conditions: 
- Current data is available 
- Non current data is only available where the Portfolio Shipper was the Registered User, or to the Distribution Network 
Customer Contact details, Emergency Contact Detail and Priority Consumer Service Information will not be included, and will not be available within the API service. These data items pertain to individuals and are therefore not appropiate to be included in the scope of these new open data permissions
Extend the level of data items available to Shippers, GTs via community view on API on the basis of what they receive via telephone services.


				DPIA-S0-4		Implementing Business Unit: 		Data Office

				DPIA-S0-5		Project Manager/Lead:		Richard Johnson

				DPIA-S0-6		Lead Contact: 		Richard Johnson

				DPIA-S0-7		Overview:		If a data item is available to a market particpant via a mechanim other than API, we want it to made available in API However, there are certain risks to sharing data items via these means, and thus certain conditions will be applied as described in the above cell. 						This section needs to be a narrative which explains in layperson terms, what it is you are trying to do with personal data. It should be clear and have enough detail that we can identify the type of person who is affected, what type of data we are using, how regularly this new process will be used, and what the benefit of doing this is. We need to understand the purpose of processing personal data. 

				DPIA-S0-8		Consultation:		Internal: Customer Change; DSC Compliance

External: Contract Management Committee						Who are the key Stakeholders? Who will be consulted internally and externally?

				DPIA-S0-9		Planned Implementation Date:		18th March 2020, revised to 20th May 2020

				DPIA-S0-10		Data Champion Consulted:		Crispin Wibberley						The Data Champion for your area must be consulted and must have reviewed the DPIA prior to submitting.

				REF		STAGE 1: INITIAL SCREENING QUSTIONS		Response		Comments				Guidance

				DPIA-S1-1		Are you doing something new or different with personal data? (This includes but is not limited to a change in purpose or method.)		No		 No, this DRR does not propose release of data related to individuals to users who are not already able to access this information by another service				However existing conditionality on certain data items would still apply if they were to be provided by API

				DPIA-S1-2		Are you sharing or providing to the personal data to a person or company we haven’t given it to before? 		No

				DPIA-S1-3		Regulatory: What are the business consequences of regulatory failure if little to no information is available do demonstrate internal controls?		No

				DPIA-S1-4		Are you giving more or different personal data to an existing supplier?		No

				DPIA-S1-5		Are you using new technology to do something with Personal Data? 		No

				DPIA-S1-6		Will you be combining, comparing or matching personal data with personal or other data from multiple sources?		No

				DPIA-S1-7		Does the personal data include any of the following? 
· Financial data 
· Health data 
· Racial or Ethnic Origin 
· Political Opinions 
· Religious or philosophical beliefs 
· Trade Union Membership 
· Genetic or biometric data 
· Sex life or sexual orientation 
· Criminal data 
· Children 
· Vulnerable people. 		No

				DPIA-S1-8		Will the change result in Xoserve making decisions or taking action about individuals? For example, by consumer/ customer profiling, automated decision making or systematic monitoring of people. 		No

				DPIA-S1-9		Will individuals be contacted by Xoserve?		No

				DPIA-S1-10		Will we be relying on others to tell people what we do with personal data? 		No



						If you have answered “YES” to any of the questions above, please proceed to stage 2.

You do not need to proceed any further if you have: 

· answered “NO” to all of the questions above; and, 
· have not identified any data privacy risks; and, 
· the relevant Data Protection Champion is in agreement. 

If you are not processing to Stage 2, you must record that you have completed the DPIA up to this point and keep it with process documentation. 

				REF		STAGE 2: DESCRIBE THE COLLECTION, USE AND DISCLOSURE OF PERSONAL DATA		Response		Comments				Guidance

				DPIA-S2-1		Who is the data about and is this collected by Xoserve or by someone else? (Select all that apply)

						End Gas Consumer (i.e. person whose MPRN number we process) 		N/A		Yes - Xoserve

						Customer (i.e. someone who Xoserve provides services to)		N/A		Yes - Xoserve

						Prospective customer (i.e. someone who Xoserve is considering providing services to)		N/A		No

						Employee		N/A		No

						Contractor		N/A		No

						Child		N/A		No

						Other (Please specify):		None



						What type of Personal Data is collected? (Select all that apply)										

						Forename(s)		No

						Surname		No

						Email		No

						Date of Birth		No

						CV		No

						Gender		No

						Address		No

						Postcode		No

						National Insurance Number		No

						Identity Data, e.g. Passport / Driver’s License		No

						Financial Data, e.g. Bank Account Details / Payment Card Data		No

						MPRN Number		No

						Login Credentials		No

						Other (Please specify):		None



						Special Category Personal Data

						Racial or ethnic origin 		No

						Political Opinions 		No

						Religious beliefs		No

						Trade Union membership		No

						Physical or mental health or condition (e.g. Occupational Health Requirements) 		No

						Sexual preferences		No

						Commission or alleged commission of an offence 		No

						Any offence proceedings, committed or alleged		No



						If Financial Data was selected, please specify

						Bank Account Details (bank, sort code, account number) 		No

						Payment Card Data		No

						Other financial account data (please specify): 		None



						Is the data being used for a different purpose than it was originally collected for?		N/A						This is a no - There is no NO option so that is why this has been set to N/A

						If Yes, please state the previous purpose and the new purpose: 		None



				DPIA-S2-2		Processing the Data 

						Are other organisations involved in processing the data ?		No						If yes, list below

						Company Name 		ICO Registration Number (if applicable)		Location (of where processing takes place)		Data Controller (DC) or Data Processor (DP) or Joint Controller (JC) or Controller in Common (CC)		(Tip – if you decide what is going to happen with the data and tell others what to do, Xoserve are probably the controller. If others pass it to us and we process it on their instructions, we are probably the processor. If you are unsure, speak to the Data Protection Manager. As this is becoming a more complex area at Xoserve, it is likely that Legal will be required to assist before a DPIA is submitted).











						What due diligence, such as a third-party risk assessment, has been performed?		Reviewed by David Addison

						If third parties are processing data, have you had assurances that they have sufficiently trained their staff?

						Is the work likely to involve employing external contractors?		No						If yes, provide a copy of the (planned) confidentiality agreement, data sharing agreement or data protection section to the contract. 

						(A) What is the purpose for collecting the personal data? 		We're not collecting any new data; we are changing the permissions within the Data Permissions Matrix. This is not a request to process any new personal data. 

						(B) What is the lawful basis for processing? 		Contractual						Please check with your Data Protection Champion and (where necessary) with the Data Protection Manager to that you have selected the most appropriate option. This section requires mandatory review from legal. Referral should be via your Data Protection Champion. 

Please select from GDPR Article 6 (1) (a-f), available on this link: https://gdpr-info.eu/art-6-gdpr/. If Special Category Data is processed, please state additional Article 9 lawful basis: https://gdpr-info.eu/art-9-gdpr/ - You may also need to refer to further requirements under the Schedules to the Data Protection Act 2018. 

If you select consent as an option, please provide a copy of the consent statement and explain how (i) Xoserve can keep a record of this, and (ii) how Xoserve will enable someone to withdraw their consent without affecting our service offering.

						Will the data be collected electronically, on paper or both?		Electronic Only

						Will personal data be transferred to a country or territory outside of the EEA? 		No						(Tip: In most instances, this will require asking the supplier).

						If Yes, please specify where and what adequacy arrangements are in place (e.g. the US Privacy Shield): 		N/A



						Please state by which method the personal data will be transferred

						Email		No

						USB or portable drive		No

						Website access		No

						Courier or external post		No

						Telephone		No

						Other: (please specify)		N/A



				DPIA-S2-3		Data Storage and Quality 

						Is there in place an organised and secure way to store the data? 		Yes

						Does the system impact personal data held in other systems?		No

						How will the data be kept up to date and checked for accuracy and completeness? (Data Quality)		Refer to the existing procedures for the systems that provide data as described on the DPM.



				DPIA-S2-4		Security Measures 

						Is there the ability to restrict access to the data? 
If Yes, please specify: (e.g. restrict access to certain members of staff/departments within the organisation)		Yes

						Is there the ability to audit ‘access’ to the data? 
If Yes, please specify: (e.g. a system in place to notify when individuals attempt to access restricted files)		Yes

						Who will have access to the data and are there access controls in place? (E.g. listed staff groupings or Role Based Access Controls).		Multiple market participants have access to the data as per the DPM. Access to the data is already controled with security measures in place for API and this will continue

						Are security measures to secure access to and limit use of personal data in place?  
If Yes, please specify what those measures are? (List the security measures in place)		Yes, refer to the existing procedures for the systems that provide data as described on the DPM.



				DPIA-S2-5		Organisational Measures 

						Will there be organisational reports? If so, will the reports contain in person-identifiable, pseudonymised or anonymised format?		No

						How will individuals be informed about the proposed uses of their personal data and have you arranged for the privacy notice to be updated? 		 refer to the existing procedures for the systems that provide data as described on the DPM.						
(This might involve you asking relevant customers to update their privacy notices so that gas consumers/ others know Xoserve are processing personal data. Or it might involve Xoserve updating its privacy notice.) 

						Are arrangements in place for recognising and responding to individuals who exercise their right to object to or restrict processing, to erase personal data, to request data portability or object to automated decision making? 		Yes		Yes

						Which disaster recovery and contingency plans are in place that will enable restoration or access to personal data in the event of a physical or technical security breach? 		 refer to the existing procedures for the systems that provide data as described on the DPM.						For example, this may be set out in Xoserve’s business continuity plan or it may be in a third party’s. 

						Has a data flow mapping exercise been undertaken?		Yes		Yes				f yes, please provide a copy. If not, undertake a data mapping exercise utilizing any existing data model flows where applicable, and include details of transfer mechanisms.


						Are there plans for the process to be added to (or updated in) the Record of Processing Activity?		No		No

						Is there an appropriate personal data retention and disposal method and are they recorded or due to be recorded in the ROPA? 		Yes		Yes				(i.e. Trigger points, retention periods and disposal action) 
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		Chief Customer Office		Andrew Szabo				Select Threat Sources or Overwrite

		Customer Advocates		Alison jennings				Data Leakage

		Customer On-boarding Lifecycle		Michael Orsler				Malicious Targeted Attack (loss service)

		Customer Change		Emma Smith				Inappropriate data issued (sent to wrong recipient)

		Analytical Services		Fiona Cottam				Disgruntled Employee

		Contact Centre		Dave Ackers				Malicious Insider

		Customer Data Services		Dave Ackers				Physical Theft

		Online Invoicing 		Dan Donovan				Distributed Denial of Service

		Offline Invoicing		Dan Donovan				Human Error

		Credit Risk		Brendan Gill				Loss of employee and business knowledge / skills / expertise

		EBI Neutrality		Therese Siene				Poor / Inappropriate Service Delivery or unavailable

		Customer Contracts		Emma Smith				Virus

		Operational Change		Emma Smith				Manipulation / Bribery / Corruption / Fraud

		Service Development		Emma Smith				Not completed / Loss / Inaccuracy

		AML Taskforce		Phil Turner				Shared Inappropriately

		Issue management		Michelle Downes				Commercial Sensitivity

		Chief Strategy Office		Ranjit Patel				Failure / Damage

		Strategy		Martin Baker				Improper deletion of data

		Digital Services		Thomas Stone				Unauthorised modification of source code

		Communications		Paul Facer				Unauthorised Physical Access

		Data Office		Crispin Wibberly				Unauthorised System Access

		Brand		Paul Facer				Code Loss - Accidental
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		CTO		Lee Foster				Careless Owner

		Access Controls		Andrew Wilkes				Hypervisor Compromised

		Information Security		Dee Deu				Inaccurate applications

		Infrastructure		James Rice				Inappropriate data accessed

		Application Support		James Rice				Incomplete / Inaccurate / Corrupted data

		Uk Link Programme		Ian Leitch				Insecure interface and API

		CSS Programme		Ian Leitch				Interception data in transit

		Gemini Programme		Andy Simpson				Isolation Failure

		CTO Office		Jay Munbodh				Loss / destruction

		Chief People Office		Sandra Simpson				Loss / Inaccurate /Corruption

		People Value Proposition		Darren Jackson				System Overload

		People Operations		Maggie Fox				Unauthorised Logical Access

		Business Change		Mark Cockayne				Breach of legislation

		People Engagement		Debbie Whittingham

		People Platform		Michelle Callaghan

		Facilities Maintanence		Elaine Shannon

		Chief Commercial Office		Clive Nicholas

		Contract management		James Kelly

		Portfolio Governance		Kevin Moylan

		Financial Reporting		Imran Sangra

		Expenses		Imran Sangra

		Xoserve invoice production		Imran Sangra

		Strategic Business Planning/Network pricing		Imran Sangra

		Legal Services		Sarah Gull
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