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Proposed IAD Password Reset Functionality.

Security Questions Enabling Password Reset:

When an existing user logs into the IAD application for the first time following
implementation of the password reset functionality, the system will directly take them
to the ‘CREATE PROFILE’ screen where the user must set their eight security
information answers and reset the password.

22 D:\SudhiVWPX0148\HtmPassword_ResetWpdate Profile. html - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

@Back - \J @ @ ,_;.j /'" Search ‘\;1:\- Favorites {f}( v_:;' u,_,‘,'_ .)_’.I 4 i_J ﬁ _a '3

Address |@ D SudhilWPX01 48| Hml Passwaord_Reset|Update_Prafile,html V| g Go  Links *

Thursday March 13th, 2008 at 05:16:34

Xoserve (S coerme

Mother's Maiden Name | |
Birth Month |
Place of Birth |—|
First School Attended I:I
Last School Attended | |
Shoe Size |

Father's First Name | |
MMother's First Name | |

New Password :’
& | &
€] Done 4§ My Computer

Figure 1 — Create profile screen
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Once the user has created their profile, the system will display the message informing
them to re-login with their new password; on clicking OK the system will redirect
them to the login page.
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The password created by the user will be live for 28 days by default. The expiry date
will be reset for the passwords every time the user creates a new password or modifies
the existing password. A prompt to change the password is given prior to the 28 day
expiry.

At any point that the user wishes to change their password, they can use the MODIFY
PASSWORD link in the IAD Main Menu.
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Figure 3 — Modify Link present in IAD Main Menu
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When identifying the password, no security questions are asked and it will directly
take the user to the “MODIFY PASSWORD’ screen where the user can set their ‘New
Password’. If the new password and the ‘Confirm Password’ fields do not match, the
message ‘New and Confirm Passwords do not match, please retry or type the new
password again’ is displayed.
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Figure 4 — Modify password screen with Password criteria.
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The following sample screens display errors that users may encounter:

Casel: When the password is modified successfull
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Figure 5 — Password when modified successfully.

Case2: When New Password and Confirm Password do not match.

A D:SudhiVWPX0148\Htm P assword_ResetiChange. Password, html - Microsoft Internet Explorer

Fle Edt View Favortes Tooks Help

@Eack T i;t_‘] @ 'i"] /':\‘Search ‘i\‘\?Favor\tes @ 63

Address |@ D\ sudhiyP01 48 Himl\Password_Reset\Change_Passward html

xoserve

Enter Old Password ‘uouou % Firet letter in Cagital
Enter New Password » Atleast one number

> Atleast one special character like §.&.% etc
Confirm New Password ‘uouoou * Password of mummum size 6 and a maximum of 12

-5|

Mew and Confirm

@Passwnrds do not match
[ Rt xoserve

v Ble ks ?

Thursday March 13th, 2008 at 05:16:34

Hre Modify Password

I orm:

] Error on page. 4 My Computer
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Case 3: When the password criteria is not met.
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Figure 7 — Retrieve Password Link in the Login Failure screen
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User Password Reset Using Security Questions:

If the user inputs the wrong password after three attempts, the system will take the
user to the ‘LOGIN FAILURE’ screen where they can click on the link ‘Retrieve
Password” which will launch the ‘RETRIEVE PASSWORD’ screen where they can
answer the three randomly selected security questions.
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Figure 8 — Login failure screen.

/= xoserve Internet Applications - Windows Internet Explorer

@@- 2] hitp:/fiacobfxospudiprd05S0$.startup [][#2][x Searc e
Ele Edt ¥ew Favorites Togk Heln

HCool Toolbar = | @ Tedweb @ Chamnelw  @lLbrary  @Webmal @velod-Q  @iPat  @Helpline @ Tools € Wioro Corporate @ Mission Quality  @learning @ Know Wipra >

o ‘@xnservs Internet Applications lil fi v B & - [heege - GFTock -
Co Friday May Oth, 2008 at 10:24:52
xoserve § | o ;
P Retrieve Password
Please enter your USERID.
USERID |xbus007
Please answer the following Security Questions to retrieve your old password.
Your Father's First Name FE]
Your place of birth Brdon
Your Shoe size I3
Done € Local intranet H100% v

Figure 9 — Retrieve Password Screen.
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The security information is then validated by the system and displays the user’s
password on the screen. The system will then display a message informing the user to

re-login with their password and once the user clicks on ‘OK’ the system will direct
the user to the login page.
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There will be 3 attempts for the user to answer the randomly generated security
questions. If the security questions are answered incorrectly after the third attempt the
IAD system will display the message “Security credentials provided are incorrect,
please contact your LSO to reset your Password”. On contacting the LSO, they will
then raise a call to the helpdesk to reset the password.
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Figure 11 — Retrieve screen when user fails to answer the security questions.



